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Al Generally
What s it?

» Al technologies are rapidly evolving systems
designed to:

o Approximate human cognition, .

o Act rationally, and

o Perform tasks without significant human “
oversight fo n 2
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Al Generally
Brief History

9, Deep learning
Machine learning models that mimic human brain function

2020 L% Generative AI (Gen AI)

Deep learning models (foundation models) that
create original content

Credit: What is Al? https://mwww.ibm.com/think/topics/artificial-intelligence

CAPLAW
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Why use Al?

Benefits

* Automates repetitive tasks
* Enhances decision making
* Reduces human errors

* Always available

* Minimizes physical risks

Al in Community Action

« Operations * Programs
o Scheduling o Facilitating intake
o Drafting form responses o Scheduling
o Fundraising o Tracking clients

o Accounting o Collecting/analyzing data

o Recruiting and evaluating
employees

How is your CAA using Al OR thinking about using Al?
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Legal Framework
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Al at CAAs
CAPLAW Resource

Al at CAAs:

Issues, Tips, &
Sample Al Use Policy
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Resource Librar

All of CAPLAW’s resources

Watch Tutorial

Featured Resources

« I[N

From Community to Boardroom: FAQ on Bylaws Toolkit Uniform Guidance Crosswalk

Democratic Selection and the Low-

Income Sector This updated Bylaws TOOIKit will Nelp CAAS Gevelop ‘This Crosswalk locuses on key substantive cnanges
Dylaws that are clear, affective, and up-io-date. The made in 2024 to the Uniform Aaministrative

Low-income individuals in the community have an 100Kt OULIINGS key CONCEPLS fOr an aQency's Dylaws, Requirements, Cost PTinCiples, and Audit

important voice in the administration of poverty such as the autnority of the Board of Requirements for Federal Awards, 2 CFR Part 200

alieviating programs. The faderal Community Sarvices {Uniform

Biock Grant (CSBG) Act recognizes this and.
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Overview

* No comprehensive federal Al law

o Some states issuing Al-specific laws

» Federal administrations issue federal agency directives

o E.g., Executive Order (EO) 14434, Inaugurating the Era of
Super Intelligence (SI) which replaces Al with Sl

* Existing legal frameworks apply

* Legal landscape is unsettled & rapidly evolving

CAPLAW
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Overview

Potentially Applicable Laws

1. Industry-specific rules

2. Anti-discrimination laws

3. Reasonable accommodations
4. Data privacy laws
5

. Notice and disclosure
requirements

C

8.
0.

Attorney client privilege
& work product

Intellectual property law
Labor laws

Recording laws

10.Contract law

13
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Legal Framework

Industry Specific Requirements

o Examples:

* Rules that exist for certain categories of data

o Most comprehensive federal framework for Al use to date

» Health Insurance Portability and Accountability Act (HIPAA)
= Fair Credit Reporting Act (FCRA)
» Federal Trade Commission Act (FTC)

= Family Education and Privacy Rights Act (FERPA)

14
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Legal Framework
Anti-Discrimination Laws

* Civil Rights Act of 1964 generally protects individuals
against discrimination based on certain characteristics

o Title VIl prohibits adverse employment decisions based on
race, color, religion, sex, and national origin

o Title VI prohibits discrimination based on race, color, or
national origin in programs and activities receiving federal
financial assistance

Legal Framework
Anti-Discrimination Laws

» Avoid amplifying past inequities and correlating data to
protected classes, if Al tool, for example:

o Uses historical data to define employee successes

o Assists with data inputs such as job titles, career gaps, and
project assignments

o Evaluates program eligibility

* TIP: (i) check quality of input and output data, (ii) be
C transparent about Al use, (iii) maintain human oversight

16

CAPLAW
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Legal Framework

Reasonable Accommodations

* Americans with Disabilities Act (ADA) requires employers
to engage in an interactive process when a qualified
individual with a disability requests an accommodation

o EEOC recommends providing proactive disclosures as to how Al
tools used to evaluate applicants and employees

* TIP: exercise caution when limiting Al tools such as Al-
enabled glasses and notetakers

G W

17
Legal Framework

Data Privacy

 State and federal laws govern a CAA's responsibility to
protect personal information

o E.g., funding source laws (Uniform Guidance), state data
security laws (WISP in MA)

* TIP: review and update client consent forms (releases,
etc.) to specify (i) info collected, (ii) how it will be used,
and (iii) to whom it may be disclosed

G 18
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Legal Framework
CAPLAW Resource

CAPLAW
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Legal Framework

Notice and Disclosure Requirements

» Al mandatory disclosure laws exist in several states

o Typically, must inform clients, employees, regulators, etc. when
using Al in decision-making or operations

o E.g, Utah's Al Policy Act requires disclosure of generative Al use
when person could reasonably believe they are speaking with a
human

 TIP: check state laws and funding source agreements
before using Al chatbots or similar tools in client-facing
service delivery

C .

CAPLAW

20

10



10/23/2026

Legal Framework

Attorney Client Privilege + Work Product Doctrine

» State specific privilege, generally protects certain
communications from discovery in a lawsuit if:

1) between a client and their attorney,
2) intentionally kept confidential, and
3) for purpose of obtaining or giving legal advice
* Work-product doctrine provides similar protection

C « If 3rd party present, protections may not apply

21
CAPLAW
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Legal Framework

Attorney Client Privilege + Work Product Doctrine

» Al chatbot does not qualify for attorney-client privilege

o Missing lawyer-client relationship factor

« 31 party disclosure of work product not an automatic
waiver of protection

o Splitin courts: some say use of Al tool w/out direction or
involvement of an attorney is not protected while others view
the protection more broadly

C .

CAPLAW
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Legal Framework

Intellectual Property Law

* Rights that exclude others from making, copying or using
certain intangible creations, includes 3 forms of protection:

o Patents
o Copyrights
o Trademarks

* Uniform Guidance requires certain actions if federal funds pay
for intangible property

o E.g.,2C.FR.§200.315 reserves for federal agency a royalty-free,

( ' nonexclusive and irrevocable right to reproduce, publish, or use
23

Legal Framework
Intellectual Property Law - Copyright

» Grants creators of original works of authorship exclusive
rights in their creative work

o Possible CAA examples: educational materials, program guides,
client resources, grant reports, outreach materials

« Al Concerns: whether (i) assisted work is protectable and (ii)
output infringes on 39 party copyrights

o Courts yet to recognize copyright in works lacking a human author

o Al-assisted work may be protectable if humans determine
C expressive elements (prompts not sufficient)

24
CAPLAW
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Legal Framework

Intellectual Property Law - Trademarks

» Use of a word, name, or device to identify particular
goods or services

o Possible CAA examples: logos, slogans, mascots

- Al Concerns: whether output (i) infringes on 39 party
copyrights and (ii) is consistent with logo, brand, etc.

25
Legal Framework

Intellectual Property Law - Right of Publicity

 State law concept that generally creates a private
right of action for unauthorized commercial use of
another person’s identity (i.e.,, name, image, likeness)

o E.g., protects against voice and likeness misappropriations

« Al Concerns: use that (i) imitates voices or (ii) creates
deepfakes

13



10/23/2026

Legal Framework

Intellectual Property Law - Trade Secrets

» State and federal laws that generally protect info (i) the owner
makes reasonable efforts to keep secret and (ii) that derives its
value from not being generally known

o Possible CAA example: donor lists
» Al output data may be protected if criteria met

* TIP: educate employees on what constitutes sensitive data and
track capturing of potentially sensitive data by Al tools

o E.g. Al enabled glasses inadvertently capturing internal

C communications
27

Legal Framework
Labor Law

* National Labor Relations Act (NLRA) protects
employees’ rights to engage in concerted activity
concerning wages, hours, and working conditions

o Possible CAA example: Al enabled glasses record audio and
video of workplace conditions involving safety concerns

* TIP: ensure Al policy narrowly tailored and tied to
legitimate business justifications

C .

CAPLAW
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Legal Framework
Recording Laws

» States and federal consent laws to record conversations

o Federal Electronic Communications Privacy Act and Wiretap Act
requires “one-party consent”

o Most states require “two-party consent”
« Al Concerns: recording (i) meetings or (ii) private conversations
o E.g. using Al notetakers or Al-enabled glasses

 TIP: provide advance notice if Al tool used and use active
C consent prompts

29
CAPLAW
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Legal Framework
Contract Laws

 State law governs contracts, including with Al vendors
o Understand data ownership, sharing, and use rights
o Clarify data protections, security, and confidentiality

o Review insurance, limitation of liability, and indemnification
provisions

* TIP: before engaging vendor, vet its data practices,
security measures and 3'd party disclosure policies

C .

CAPLAW
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Legal Framework
CAPLAW Resource
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Sample Policy

Read and Discuss Legal Considerations

Al at CAAs:

Issues, Tips, &
Sample Al Use Policy

10/23/2026

Sample Policy

How to Use
Access the complete Al resource
/ Sample CAA POlICy
Download a word version of the policy [Name of Community Action Agency]
. Al Use Policy
Sample CAA Policy
[Name of Community Action Agency]\
Al Use Policy
.
Customize

Customize

[ 9 .
( Work with local counsel! =
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Sample Policies
Tailoring Tips + To Dos

e [ChatGPT; Claude; Microsoft Copilot; Google Gemini; enterprise Al
operating within secure environments.]

Staff wishing to use Al Tools for CAA Work should discuss the parameters
of their use with [their direct supervisor or a staff member responsible for
Al use oversight] (the “Supervisor”). Statf must inform the Supervisor
[verbally/in writing] how the Al Tool will be used. Supervisors must
approve or deny requests within [number] days.

Generally acceptable uses of Al Tools include; but are not limited to:

TAILORING TIP: Review each Al Tool
and vendor's capabilities in
coordination with what the CAA's
ideal use cases are for Al use.
Consider reviewing the contracts of
several vendors to understand
which will provide the best
protections for the CAA.

TO DO: Properly train supervisors on
the legal risks associated with Al use
as well as the Policy's permitted and
prohibited use cases.

35
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Sample Policy

Practical “Restricted” Approach

* Some Al use is beneficial & low-risk while still maintaining
meaningful restrictions where they matter most:

o Permits Al by default for low-risk activities

» E.g., general research, brainstorming, drafting non-sensitive internal

content

o Requires supervisor approval for medium-risk activities; and

o Prohibits Al for high-risk activities regardless of approval

= E.g, client Pll, employment decisions, legal advice

C

CAPLAW
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Sample Policy

Practical “Restricted” Approach

» Reasons for this approach include:

o Enforceability: Al embedded in everyday tools such that a
blanket prohibition is difficult monitor

o Shadow Al risk: Outright prohibitions often drive Al use
underground

o Competitive disadvantage: As Al features become
standard, restrictive policies may prevent use of tools that
are increasingly necessary for efficient operations

G 37

Sample Policy
Elements
1. Scope 6. Violations
2. Definitions 7. Additional Terms
3. Al Use 8. Effective Date and
4. Training Revision History
5. Confidentiality and 9. Exhibits
Privacy
G .

19
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Sample Policy

Scope

* Individuals covered
o E.g., employees, board members, volunteers, contractors

* Work covered

o E.g, all Al use by staff in connection with operations,
programs, services, communications, etc.

» Potential penalties for noncompliance

o E.g., violation may result in disciplinary action up to

c termination
39

Sample Policy

Definitions

* Terms may include: Al, Al Tool, Pll, Confidential
Information

* TIP: state and federal laws may inform definitions and
language used

o E.g, state-specific Al laws, HIPAA, Uniform Guidance

G 40
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Sample Policy

Al Use
» Set baseline

o E.g., involve a human when making decisions that affect clients,
programs and communities; Al is not a decision-maker

» Establish contacts for concerns & approvals
o E.g. consult with supervisor

o Develop criteria/decision framework for supervisors to avoid
inconsistent applications and promote uniform approvals

» Address Al tools

; * E.g., approved, acceptable, and prohibited uses; parameters of use,

accuracy checks; permission process
41

Sample Policy

Training

* Require all staff to receive training before using Al tools
for work

» Require all supervisors to receive training before
approving any Al use

» Connect to existing trainings on internal IT policies

* Treat failure to receive training as a policy violation

C !

CAPLAW

42
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Sample Policy

Confidentiality and Privacy

* Establish framework for assessing data inputs and
protecting confidential info/PlII

o Consider classifying internal data

o Delineate process for reviewing, approving, and inputting
data depending on classification

» E.g, tool-dependent approach that distinguishes consumer grade
and enterprise tools (public Claude vs. Microsoft Copilot)

o Develop disclosure guidelines for Al-assisted outputs

; (internal/external)

43

Sample Policy

Confidentiality and Privacy

 Data classifications may include:

o High risk: Pl of staff, clients, donors; immigration or legal
status; health information; IP/trade secrets

o Medium risk: aggregated program statistics; internal
meeting notes; grant applications

o Low risk: publicly available info; marketing and
communications templates; training client w/out client
references

G 44
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Sample Policy

Other Provisions - Other Policies + Effective Date

 Effects on other policies

o Review related policies; cross-reference and/or incorporate
Al specific guidance

« Effective date
o Consider requiring “Acknowledgments of Receipt”

* TIP: Al use policies are most effective when expressly
integrated with CAA’s existing governance framework

G 45

Sample Policy

Other Provisions - Revision History

Effective Date and Revision History TAILORING TIP: Tracking
Policy Effective Date: version history is a best
srsion: practice for policies that
: may be updated more
frequently, such as where
Revision History technology and legal
p =% requirements are
Version Date Description of Changes continuing to evolve,

G 46
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Sample Policy
Exhibits

* May help facilitate compliance with policy

o May provide examples of “Use Cases of Al™:

- Permitted uses: general knowledge questions to understand a
topic; brainstorm project ideas; create excel formulas for excel
spread sheets; draft social media posts; develop/debug code

- Prohibited uses: notetaking in meetings; output without
human review or Al disclosure; inputting PIl of staff, clients;
known or should have known uses that infringe on or likely to

c infringe on IP or other rights

47

47

QUESTIONS? =

CAPLAW | www.caplaw.org | (617) 357-6915

48
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See you in 2027 in...

DENVER June 2027

CO LO RADO Sheraton Denver Downtown
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